

http://www.cryptoresearch.report



http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.cryptoresearch.report
http://www.cryptofunds.li
http://www.cryptofunds.li
https://www.vontobel.com/en-de/
http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.cryptofunds.li
http://www.bitpanda.com
http://www.cryptofunds.li
https://www.g2d.io/

Contents

=013 LSRR 4

In Case You Were Sleeping: Crypto Winter Edition

The Crash and the CONSEOUENCES.........coiiuuiieitiie ittt et a bt e e bbbt e e b bt e e aa b et e e be e e e e bt e e e sabe e e e abbe e e e nbeeesabeeesaneeeeeas
PN O Eo T o Lo Yo (o] o] 1T o PR PP PP 11
[y NI T aTo [ TN o] o 1= TP PP ROUPROPPPRNE 14
Central Banks and STADIECOINS ..........uiiiiiiiiiiiii et e e s bt e st e e et e e e s e e e s abaae e 15
(010 U I=1 = g T IO 1111 oo PSPPI 19
Crypto Concepts: C ustody Solutions for Crypto CUMTENCIES .o.eeeiiiiieiiiiiiiee ettt ettt e e e et e e e e e e e s bbb e eea e s e e nnennees 22
Not All Institutional Storage Solutions Are Made EQUAL ..........c.uuiiiiiiiiiiiieiiiie ettt e e eaieee e 23
(O Y01 (I (0] r=To [ €T UT PRI 24
(O T BT = PP PPN 27
(D= T=T g [=T S O o PP TP PP PPPTP 28
2] (o1 V= PP T PO PP PR 30
SWISS CIYPLO VAUIL AG ...ttt bttt e bbbt e ettt ea bt e 4 bt e e e bbbt e sa et e e bt et e e bb et e st et e e nineeeeas 31
HSMS MaALtEr QN0 OULIOOK........eiiiiiiieieiiiesei ettt e ekt e st e sa e e e e et e nne e e r e e s rn e e nneesneenreeeneens 33
A Bitcoin Standard? Saifedean Ammous Musing with the Crypto Research Report ........cccccoiviiiiiiiiiiccee 35
BitcointoBl 8woR&Bti o i s Lower..T.han. .. Gal.do.S. .. 36
Taming Bitcoi.nd.s.. Vol at .l b Y 2o 37
Can a Deflationary Monetary SYSIEM WOTK? .......c.uiii ittt ettt ettt e e bt e e e sab e e e abb e e e e sb e e e aabeeeeanaeeeaas 39
The Current Monetary System iS DeBt-BaSEd ...........oooiiiiiiiii e 39
A Free MArKEt FOr IMONEY ..ottt ettt ettt ekttt e o2 kbt e e e a kbt e ek bt e e oa b et e e ehb b e e e ambe e e enbe e e e enbneeesnbeeeabbeaeannne 42
Bitcoin: TWO Paths t0 MONELIZALION ..........eiiiiiiiiiii ettt ettt e st e e et e e st e nbneeeenene 43
Institutional Requirements for an Investible Crypto INAEX e 45
Creating a Benchmark for a Premature MarKet ..............ooiiiiiiiiiiiii et et 46
The Creation of the LIMEYARD Cryptoasset INAEX (LY CAI).....coiuiii ittt e et e e 47
Incrementum Investible Cryptoasset Index
FINAI REMBIKS. ...ttt b e a et e st e et et e h e e bt e ea e e et et e e e e b et ne e e
EQUILY TOKENS .otttk a e e e e bt ookttt o4kttt e o b bt e ookttt e ettt e e e et e et et e e et et e e e e e abe e e e aanne
Institutional Money-Steering Innovation
DEfiNE TOKEN ANG SECUILY ...ttt etttk e oottt e e e et e et e e e e s bt e e ettt e sabe e e e eabe e e e nabeeesbneeeennne 52
Should | Tokenize or SECUTtiZe OF BOtN? .........oiiiiiiii e 53
Legal Challenges for Blockchain -Based Capital MarkelS ...........ccoooiiiiiiiiiiiiiee et 58
Capital FIOWS t0 The US....c ittt ettt et e oottt e e e o e s bbbt e e e e e e aa bbb e et e e e e aannbb b et e e e e e e nnbneeeeeeaannnnneen 59
Classification Of TOKENS @S SECUITIES ........eiiiteieiiiiee ittt ettt et e et s b e e e e e bt e e aa b et e e b e e e e ntb et e sabeeeeniaeeeeas 60
Primary Market: 1ISSUANCE Of SECUNLY TOKEINS ......coiiiiiiiiiiie ettt ettt e e e et e e e e e e e st bbe e e e e e e e nbnbeeeeens 62
Secondary Markets: Trading in SECUNLY TOKENS .......cooutiiiiiiieiiii ettt ettt e e e e e eeniaeee e 63
FINAI REMIEIKS. ... et h bt e st e e et e h e e e st e e e e e ab e e e e s hb et e s be e e e e bb e e e sab e e e sban e e e 64
Disclaimer:

This publication is for information purposes only and represents neither investment advice, nor an investment analysis or an invitation to buy or
sell financial instruments. Specifically, the document does not serve as a substitute for individual investment or other advice. The statements
contained in this publication are based on the knowledge as of the time of preparation and are subject to change at any time without further
notice. The authors have exercised the greatest possible care in the selection of the information sources employed, however, they do not
accept any responsibility (and neither does Incrementum AG) for the correctness, completeness, or timeliness of the information, respectively
the information sources made available, as well as any liabilities or damages, irrespective of their nature, that may result therefrom (including

consequential or indirect damages, loss of prospective profits or the accuracy of prepared forecasts).

Copyright: 2019 Incrementum AG. All rights reserved.





http://cryptoresearch.report/wp-content/uploads/2017/12/Incrementum-Crypto-Research-Report-Edition-1-English-Version.pdf
http://cryptoresearch.report/wp-content/uploads/2017/12/Incrementum-Crypto-Research-Report-Edition-1-English-Version.pdf
http://cryptoresearch.report/wp-content/uploads/2018/03/Crypto-Research-Report-II.pdf
https://cryptoresearch.report/wp-content/uploads/2018/06/Crypto-Research-Report-June-2018-3.pdf
https://cryptoresearch.report/wp-content/uploads/2018/06/Crypto-Research-Report-June-2018-3.pdf



https://twitter.com/CryptoManagers
http://www.incrementum.li
http://www.incrementum.li
http://www.cryptoresearch.report






https://twitter.com/CryptoManagers
http://www.incrementum.li
http://www.incrementum.li
http://www.cryptoresearch.report
https://www.youtube.com/watch?v=-fazu1rgr9k
https://www.youtube.com/watch?v=-fazu1rgr9k
https://www.youtube.com/watch?v=8ovL20iGEac
https://www.marketwatch.com/story/bitcoin-is-pretty-much-dead-says-teenage-crypto-phenom-2018-12-14
https://99bitcoins.com/bitcoinobituaries/

AThe blockchain i
network that solves all the
problems that we have of
finance, but more
l'i ke a phi lwagodbphy
l'ife.o

Mike Cernovich
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But all this does not seem to interest anyone after the depressing yar 2018.
Bitcoin had to celebrate his birthday with a tear in his eye. Recently, there has even
been debate about a deathspiral. Some argue thatm iners will simply stop
their activities if the price falls below the cost of production

"Onc e Bi t icedallsbélaw itpcost of mining, the incentive to mine will
deteriorate, thrusting bitcoin into a death spiral. That is, without the mining
activities supporting the ledger that maintains the records of who owns what

d bitcoin is, after all, a set of en crypted numbers that cannot establish the

ownership of anything & bitcoin will become worthless ."2

Atulya Sarin

This view of things is not new. The same debate has been going on since 2011.
Today, the industry is much bigger, but the answer to the scaremongering remains
the same. As then, the prophets of Bitcoin's death overlook the nuances inthe
game theory behind the cryptocurrency. Satoshi Nakamoto prepared the network
very well for a rapid drop in prices. After 2016 blocks , the difficulty is
adjusted. If the price drops and the number of miners shrinks, the software is
designed to make mining easier for the remaining miners. The argument of the
death spiral is based on the assumption that the price could fall so quickly that the
system does not adjug difficulty in time - and the miners give up. But there are

solutions for this problem. Andr eas Antonopoulos explains:

"If the miners wait until the difficulty retargets and the difficulty becomes

less, then each miner who waits makes more profit because in the new scheme

they have a greater percentage of the mining power than they did before. "3

In addition, one must consider: Mining costs are not the same everywhere, each
miner has his or her own calculations. Some might evenbe able to temporarily
mine at a loss. And if all else fails, there is still the option of a hard fork, which
would allow the immediate adjustment of the difficulty. That would be the last

resort.4

Of course, this does notmean that all miners did survive the fall in prices
unscathed. The situation is quite dramatic. Bitcoin miners are used to huge gross
profit margins of up to 50 percent. Since the fall in prices, the situation has become
tougher, as BitMEX has calculated.Currently , profit margins  are on ly 30
percent for Bitcoin and 15 percent for Ethereum. There are also a number
of mining companies that have misjudged the situation and already went

bankrupt. The cleansing of the market during the price decline does not only apply

2 https://www.marketwatch.com/story/bitcoin-is-close-to-becoming-worthless-2018-12-03
https://www.marketwatch.com/story/why-bitcoin-by-design-wont-become-worthless-according-to-this-crypto-

heavyweight-2018-12-05?mod=newsviewer_click
https://www.theblockcrypto.com/2018/12/04/the-bitcoin-mining-death-spiral-debate-explained/
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mass collaboration and clever

code rather than by powerful
intermediaries like governments
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Don Tapscott,

author of The Digital Economy ,
Wikinomics
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The second sector, where Bitcoin and blockchain have undoubtedly

innov ated, is payment traffic and the area of currencies in general. Not
necessarily because Bitcoin has assertedtself as a means of payment. We know
that didn't happen. The real breakthrough is mainstream acceptance of digital
currencies per se and "private" digital currencies in general. So much is happening
here that even the central banks can no longerjust idl y watch. In a digital world,
cryptocurrencies, and privately issued stablecoins in particular, offer an alternative

to the Euro, Dollar or Pound.

incrementum

100%

W oss GAIN TO BREAK EVEN

Bitcoin has also significantly influenced a third sector : cybercr ime .
Unfortunately , Bitcoin's second appearance on "The Good Wife" in 2013 was
already about a ransomware extortion. The good news:Supervisory authorities are
cracking down on fraud in crypto. From our point of view, this is very positive for
the sector. 2018 may have been depressing in terms of prices but this leadsto an
automatic market cleansing, and it gives the copstime to hunt scammers. The SEC
even punished celebrities for advertising scamcoins for the first time. More about

that later.
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As Michael Novogratz, one of the bestknown crypto investors, puts it: " One thing
you learn in this process is that everything takes a little longer than you hoped it
would." We won't see the $10,000 mark again this year, the Bitcoin bul |
recently said. His company, Galaxy Digital Holdings, has already posted more than
$150 million in losses this year. But Novogratz, one of Wall Street's bestknown
Bitcoin supporters, won't give up. ® On the contrary: Novogratz, himself a former
Goldman Sachs partner, recently invested in BitGo Holdings i together with the
investment bank. Goldman and Galaxy Digital Ventures hope that the start-up will
provide a solution to the still unsolved problem of custodianship of cryptoassets.
US regulators require money managers b store assets in secalled "qualified
custodians". The traditional players in this sector have so far stayed away from the

crypto market for fear of hackers and the legal uncertainty that still prevails. 10

incrementum
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"“'f you were investing in any other asset cl as
the asset just disappearingi but this one, people still have that fear," said Mike
Belshe, BitGo's cafounder and CEO in an interview with B loomberg. His company
has now collected around$70 million through fundraising. The Palo Alto -based
company was founded in 2013 and offers digital wallets that require multiple
signatures for transactions. Offline safes for Bitcoin and other currencies are also
o}
9 https://www.bloomberg.com/news/articles/2018-10-15/novogratz-says-bitcoin-rally-likely-to-take-place-next-year
https://www.bloomberg.com/news/articles/2018-10-18/goldman-wades-deeper-in-crypto-betting-on-bitgo-with-
novogratz
incrementum
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available. The company currently manages 75 different cryptoassets and
a total volume of around $2 billion dollars. But the entry of Novogratz and
Goldman could take BitGo to a whole new level.

AiThe bl ockchain d Goldman is certainly one of the most courageous banks on Wall Street when it
It repla ces third-party trust with comes to Bitcoin. "We believe that a custody offering is a logical precursor to
mathematical proof that digital asset market making," said Goldman spokesman Michael DuVally. Reports
somet hing happene thatGoldman has cancelled its plans for its own crypto trading desk in view of the
price drop have led the bank todeny this as"fake news" . Allegedly Goldman is
Adam Draper also working on their own solution f or Bitcoin custodianship. One thing is certain:
as long as these questions have not been clarifiedthe crypto market will
remain closed both to the "normal" retail investor and to almost all
institutional investors. In this issue we dedicate an enire chapter to safe

custody solutions that already exist or are going live soon.

Another important player who wants to compete against Goldman in this area is
Fidelity Investments. The company, which manages $7.2 trillion in
customer funds in its traditio nal bus iness, established its own crypto
subsidiary in October. Under the name Fidelity Digital Asset Services,
customers will be able to trade Bitcoin on various stock exchanges at the best

prices. Cold storage, i.e. safe storage without arinternet connection, could be part

of the package right from the start.1!

"“'f you |l ook at the existing market infrastr
the needs of retall investors and early adopters of the space. The time is quite
good for this annenanreal acoeteration of dd@and over s e

the last couple months."

Tom Jessop of Fidelity

Fidelity has been experimenting with Bitcoin since 2014, and they have even
mined hundreds of Bitcoins. In the Fidelity canteen you can now pay with Bitcoin.
"The question is, how do we stay ahead of the competition? How do we innovate

and bring new products onto the platform ?" asks Jessop.

It is by no means the case that all institutional investors are merely sitting on the
sidelines and waiting. In fact, institu tional investors may have replacedhigh net
worth individuals as the largest buyers of cryptocurrencies. Thesetrades usually
take place directly between investors and large miners or people with large Bitcoin
fortunes. According to current estimates, this over -the -counter (OTC) market
sees a daily volume of  $250 millionto  $30 billion dollars. 12 For

comparison: According to "coinmarketcap.com”, cryptoassets worth around $15

0

1 http://fortune.com/2018/10/15/fidelity-launches-company-help-hedge-funds-big-investors-trade-crypto/
https://www.bloomberg.com/news/articles/2018-10-01/institutional-investors-are-using-back-door-for-crypto-
purchases

incrementum

Twitter: @CryptoManagers


https://twitter.com/CryptoManagers
http://www.incrementum.li
http://www.incrementum.li
http://www.cryptoresearch.report



https://twitter.com/CryptoManagers
http://www.incrementum.li
http://www.incrementum.li
http://www.cryptoresearch.report
https://www.incrementum.li/en/journal/advisory-board-discussion-q4-2018-blockchain-technology-the-biggest-wealth-creation-opportunity-of-our-lifetime-feat-special-guest-mark-yusko/
https://www.incrementum.li/en/journal/advisory-board-discussion-q4-2018-blockchain-technology-the-biggest-wealth-creation-opportunity-of-our-lifetime-feat-special-guest-mark-yusko/
https://www.incrementum.li/journal/advisory-board-discussion-q4-2018-blockchain-technology-the-biggest-wealth-creation-opportunity-of-our-lifetime-feat-special-guest-mark-yusko/
https://www.incrementum.li/journal/advisory-board-discussion-q4-2018-blockchain-technology-the-biggest-wealth-creation-opportunity-of-our-lifetime-feat-special-guest-mark-yusko/

14

Two important players have recently underlined their interest in the crypto market
but have adjusted their schedule to the new pricing conditions. Bakkt, the crypto
platform of Intercontinental Exchange (ICE), has postponed the launch of its own
Bitcoin futures until the end of January. " Asis often true with product launches,
there are new processes, risks andnitigatesto test and re-test, and in the case of
crypto, a new asset class to which these resources are being appliédsaid Bakkt
CEO Kelly Loeffler. The partnerships between ICE, maher of the New York Stock
Exchange, and Starbucks as well as Microsoft arestill up to date - but there are no
new details.18 Nasdagq also intends to stick to its plan to enter the market with

futures contracts. Starting date is the first quarter of 2019, b ut talks are still

underway with the US regulatory authority CFTC. Nothing is set in stone19

fEverything will be tokenized Another way to enter crypto is to becomeactive in business yourself or to buy up
and connected by a blockchain other companies. We have alreadymentioned several timesthat the market crash
one day. o of the past months can be good for Bitcoin - because dubious projects become

unprofitable as a result and perhaps even disappear. At the same time, the sector is

Fred Ehrsam being consolidated and the financially strong companies are going on a $iopping
spree. By October,the number of mergers and acquisitions (M&A s) in the
crypto sector had already risen by more than 200 percent - compared to

the previous year. At least 30deals are still open.20

The crypto industry is global and so far, appropriately, without areal financial
center. One of the biggest and most interesting deals therefore, did not take place
in the USA, but in Europe. The Belgiani nvestment company NXMH has

just bought the Bitstamp stock exchange - and paid cash forit. ~ The
purchase price was not stated. Two years ago, Bitstamp, the largestryptocurrency
exchange in the European Union, was valued at around$60 million. It can be
assumed that the valuation for the sale was significantly higher after the 2017
boom. Bitstamp has more than three million registered users and a daily

trading volume of ~ $100 million dollars. For the two founders,Ne j ¢ Kodr i |
and Damian Merlak , the deal was definitely successful. They founded Bitstamp in
Slovenia in August 2011- in a garage.Their starting capital: A server, a few laptops

and a thousand euros in cash. Today, Bitstamp is registered in Luxembourg. It is

supposedto stay that way after the deal.21

18 https://www.theblockcrypto.com/2018/11/20/bakkt-has-pushed-back-its-bitcoin-futures-launch-to-2019-but-phase-
two-is-still-on-track/
https://www.bloomberg.com/news/articles/2018-11-27/nasdaqg-is-said-to-pursue-bitcoin-futures-despite-plunging-
rices
EO https://www.cnbc.com/2018/10/18/crypto-deal-makers-see-opportunity-in-bitcoins-price-slump.html
https://www.businessinsider.com/r-european-investment-firm-buys-digital-exchange-bitstamp-in-all-cash-deal-
2018-10?IR=T
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AThe interesting
blockchain is that it has made it
possible for humanity to reach
consensus about a piece of data

without having any authority to
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Two more anecdotes fram Europe, this time from the German -speaking area,
which is very close to us. We know from past reports that Switzerland is actively
trying to attract Blockchain and Bitcoin companies. As we reported in detail in our
October issue, the government of Liechtenstein is planning its own law, which is
already being praised by many as exemplary. But even the giant Germany is by no
means inactive. The hipster capital Berlin has a lively crypto scene.Now there is
an advance from the party of chancellor Angela Merk  el. The CDU wants

to make Germany the  number one ICO country and a "blockchain

financial centre". 22

Austria has another way of doing things. In Austria , ICOs aresupposedto be
carried out with legal certainty soon. A working group is to present results by the
end of the year- then there will be a new law. But a lot is already happening on a
small scale.The Graz -based company Coinfinity and the privately -owned
Austrian state printing company ha ve developed a solution for

physical, of fline storage of Bitco  in private keys . This is calledfi Bainlocko-
and is the solution to the custodian problem, so to speak, but more for private

individuals than for institutional investors. 23

And the Viennese law firm Stadler & Volk el has succeeded in getting a
capital mark et prospectus for a Security Token Offering (STO)
approved by the supervisory authority for the first time. 24 An STO can be

understood as a further development of the ICO. Like share owners, holders of
security tokens also havesecuritized rights and are not solely dependent on the
price development of a purchased token- as was the case with ICOsIn return, the
security tokens are subject to the same rules as other securities. For this reason,
Austria requires approval from the Financial Market Authority ( FMA) before such

a token can be sold. The scurity token of Hydrominer, whose prospectus has just

been approved, is expected to be available to investors in February 20192

After just learning a new abbreviation ( STO) we now p resent another

one: CBDC. Central Bank Digi tal Currency. The subject is getting hotter
every day. Although to this day it's not even clear what we're actually talking about.
The media likes to pretend that the central banks experimenting with digital

money are developing their own "cryptocurrencies" like Bitcoin. But it's not that

simple. For them, the blockchain is a vehicle to create a digital equivalent for cash.

0

22 http://www.faz.net/aktuell/finanzen/digital-bezahlen/cdu-vorschlag-deutschland-soll-mekka-fuer-kryptogeld-
werden-15887209.html?printPagedArticle=- sync:RGEAEA&It;font color="#ffff00"&gt;-=
https://www.trendingtopics.at/card-wallet-coinfinity-und-staatsdruckerei-bringen-neue-speicherloesung-fuer-
bitcoin/
One of the partners of the law firm, Oliver Vélkel, is member of the Advisory Boards of the Crypto Research
Report.
5 https://diepresse.com/home/wirtschaft/recht/5541879/Depot-in-der-Hosentasche_FMA-approved-
BlockchainEmission
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fAlternatively, not to act in the
face of current developments and
completely leave the payment
market to private agents, will
ultimately leave the general
public entirely dependent on
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may make it more difficult for

the Riksbank to promote a safe

and efficient payment system. 0

Riksbank
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Nouriel Roubini, the notorious Bitcoin hater, is firmly convinced that the CBDC of
the futur e will kill Bitcoin . Because no one would acept anarchy-money if they
could have state money, he reasons.However, Roubini overlooks the fact that
Bitcoin has something that digital central bank currencies can never have: its
deflationary character as discussed in depth in the interview with Saifedean

Ammous contained in this edition of the report .26

Itis extremely unlikely for a central bank to ever issue a currency that
tends to appreciat e. In the event of over-indebtedness, the expansion of the
money supply is often used as a form of concealed state financingWhat can no
longer be completely ruled out today is the "denationalization of money" as
demanded and predicted by Friedrich August Hayek. He envisioned that
commercial banks will come into the market as money producers. That is still
possible. As far as private money is concerned, we are at the very beginningbut

the most important steps have been taken.

Christine Lagarde, the infl uential head of the International Monetary Fund (IMF),
has become aware of the issue. Central banks around the world need to be more
open to new technologies, she said recently in Singapoe. "l think we should
consider issuing a digital currency. There must be a role for the state to provide the
digital economy with money. &?7 Shespeaks of a "counterweight" for private
currencies and thus shows that even the highpriests of money now consider the
existence of Bitcoin to bea given. Lagarde, like Hayek, alsowants to involve the
banks. But them printing their own money is not part of the plan. Lagarde sees
CBDC primarily as a substitute for cash: "A digital currency could bring advantages
as alast resort for payments. And it could drive competition forward be cause it
offers an efficient alternative at alow price - just like its grandfather, the old,
reliable paper money." But the complete anonymity of cash would then be

gone.

26 https://www.project-syndicate.org/commentary/central-banks-take-over-digital-payments-no-cryptocurrencies-by-
nouriel-roubini-2018-11
http://iwww.faz.net/aktuell/wirtschaft/diginomics/iwf-chefin-fordert-digitale-waehrungen-15889788.html
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A Blockchain fulfills the ideal
conditions for digitizing money,
assets and intellectual property . 0

Princess Gisela von und zu
Liechtenstein
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Instead, Madame Lagarde proposes torecord transactions and pass on the

deta ils to the state only in case of suspicion. A delicate idea- but not
completely crazy, at least in constitutional countries where there is a separation
between the gate and the central bank. However, Lagarde& own experts from the

IMF are quite skeptical about the subject. A recent IMF paper on the subject states:

"All'in all, it is still too early to assess the benefits of CBDC. Central banks
should take into account the specific circumstances in their respective
countries, pay cautious attention to ris ks and the benefits of other solutions. It

needs further analysis and studies of technical feasibility and costs."

It should be noted at this point that central bank s are notoriously slow when it
comes to technical innovations. The plans for CBDC are by m means mature. One
thing is certain: we are not talking about digital money as we already know it. An
account balance is ultimately a claim to the bank. CBDCs must ke currencies with
no counterparty risk - as with Bitcoin or gold. Even if the true motivat ion of
central banks and the IMF is the preservation of the money monopoly,

the efforts to obtain their own digital money ultimately indirectly

legitimize private alternatives such as Bitcoin conceptually.

It should come as no surprise to anyone that Sweckn is the country where plans for
a CBDC arethe most advanced. Sweden is regarded as the test tube of a cashless
society and is now reaching the limits of what is feasible. There have long been
protests by citizens against the abolition of cash, which hasbeen pushed mainly by
banks. This is one of the reasons why the central bank launched the EKrona
project and is currently investigating the various tech nical possibilities for

introducing an electronic Krona. The Riksbank, the Swedish central bank, has now
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fit & surprising just how easy it is
without any tech skill to commit
cybercrimes like ransomware. 0

Rick McElroy,
Carbon Black security strategist
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|
Tether $2.68
TrueUSD $71.7M
DAI $54.5M
Bridgecoin $25.1M
BitUSD $11.9M
AAA Reserve $3M
Digix Gold $1.9M
Nubits $1.7M
Hellogold $1.3M

NUSD $1.1M

The SEC has dozens of investigations into crypto matters under way32

Two providers of ICOs (Airfox and Paragon Coin) had to pay fines of $250,000
each and compensate investors. They conducted their ICOs after the SEC issued an
explicit warning last summer that ICOs were illegal sales of securities 33 The
penalties imposed by the SEC on two celebrities viho had advertised dubious
crypto currencies are likely to be much more effective. The boxer Floyd
Mayweather and the hip-hop star DJ Khaled accepted fines of$300,000 and
$100,000 dollars, respectively, as part of a settlement. The celebrities also had to
relinquish the proceeds from their promotional activities - amounting to a further
$300,000 and $50,000 respectively. According to the SEC, they had advertised
ICOs on social media without disclosing that they were being paid.

Both celebrities had advertised Centra, a project that has been in the SEC's sights
for quite some time. "Investors should be sceptical about investment advice posted
on social media platforms and not make decisions based on recommendations
from celebrities” , warned Steven Peikin of the SEC. "Scial media influencers are

often paid promoters. 34

While we consider it positive that the authorities have intervened here, it must be
said that it is a drop in the ocean. Investors should be extremely careful with any
form of information they obtain fro m the crypto-media and crypto-influencer
environment. Three independent studies have shown that the media, so -
called rating agencies , and individuals on social media and on YouTube

are highly corrupt. The "Breaker" magazinewrote to 22 different crypto med ia

o}
32 http://fortune.com/2018/11/02/sec-ico-report-cryptocurrency-scams/
http://fortune.com/2018/11/16/sec-airfox/

https://diepresse.com/home/wirtschaft/5538851/KryptogeldWerbung_High penalties for Boxer Mayweather and
DJ Khaled
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fFor Mises, gol dobc:
is an impediment t o performing

its monetary r ole, an

impediment with which he is

happy to contend compared to

the alternative of money whose
supply is controlled by

governments. 0O

Saifedean Ammous
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companies from a fake address of an alleged Russian PR manThe result: more
than half of the websites would have taken money for articles without

marking them as "ads" or "sponsored". Some were even willing to simply
adopt ready-made PR texts and passhem off as their own. The smallest websites
took less than $300. The largest more than $3000. In any case, this study explains
why there are so many miserably written texts on the Internet about relatively
obscure coins.Adverti sing is subtle . Among the websites that take money for

reports are some of thebest-known names in the cryptosector. But to be fair:

Around 10 of the websites contacted immediately rejected the offer35

But news sites are just the tip of the iceberg. The covert advertising campaigns are
often managed by sacalled ICO agencies, which have price lists for various
channels at hand. These agencies do not only take care of the marketing of a coin
on the relevant websites, but also provide comments and traffic in the Telegram
groups and other social networks. Man y people who discuss  cryptocoins or
ICOs on YouTube are also paid for their service. Research by Breaker,
Techcrunch and Reuters paints a picture of a ceeply corrupt industry at the heart

of which is the hunt for money by ICOs.3637

If the drop in prices and the SEC's crackdown leads to this swamp being drained,
then this should be welcomed. This is part of the development of the sector
towards more professionalism. As far as mainstream acceptance is concerned, we
no longer need to worry. Years after Bitcoin's first appearance on "The Good Wife",
a feature film with Kurt Russel is soon to come. The title is simply "Crypto". 38

And shortly before this report we nt to press, this news came in: Electronics giant
Samsung is supposedly working on a cryptowallet fortheir smartphones. If there is
any truth to this, it would be another big step into the mainstream. And a

confirmation of the old thesis: While prices are  falling, true innovations are

taking place. 39

35 https://breakermag.com/we-asked-crypto-news-outlets-if-theyd-take-money-to-cover-a-project-more-than-half-
said-yes/
https://www.reuters.com/article/us-crypto-currencies-promoters-specialre/special-report-little-known-to-many-
investors-cryptocurrency-reviews-are-for-sale-idUSKCN1INW17S
https://techcrunch.com/2018/09/18/inside-the-pay-for-post-ico-industry/
https://www.imdb.com/title/tt8563452/
https://www.sammobile.com/2018/12/11/exclusive-samsung-bitcoin-app-cold-wallet-cryptocurrencies/
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Crypto Concepts:
Custody Solutions for

Crypto Currencies

ANnThe next | evel for the cry
additional institutions to enter the space. They will only
do so if there is a super secure way of storing the assets
or the private key. o

Philipp V onmoos,
CEO of Swiss Crypto Vault AG

Key Takeaways

At no point should a crypto custody solution provider ha ve access to a clientds unencrypt
The industry standard may very well become  Hardware Security Modules (HSMs) for the creation of
pri vate keys.

Reputation and experience should be considered when evaluating a crypto custody solution for your
organization.

Consider  that outsourcing your private key storage Is similar to outsourcing your gold storage. In case

of an .emergency, will you be able to access your cryptocurrency if someone else is the gatekeeper?

hored by Joseph Annuzzi Jr.

Photo : Joseph Annuzzi


https://www.cryptocustodysolutions.io/giveaway-survey25313964

AiAs

seasons and institutional

t h eassetrclgsg t o

demand builds, there are a
plethora of opportunities for
traditional firms to engage in the
eco-system. These include the
provision of custodial and asset
management services as well as
traditional brokerage functions

like market-mak i ng. o
CNBC
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In this article, we explore solutions for institutional cryptocurrency

custody. Cryptocurrency custody solutions are needed becausemproper

handling and storage of cryptocurrencies can result in loss or even theft. Self-

managed cryptocurrency accounts are not insured against loss or theft, and law

enforcement may have difficulty in recovering stolen cryptocurrency such as

Bitcoin depending on the different ways thieves attempt to mask their efforts.

From a regulatory point of view, professional custody solutions can also be

compulsory. As is the case with investment funds. Thus, there is an increased

demand for professional solutions.

Letds begin wi

to use cryptocurrency.

th a
One such component is a cryptographic key pair in the

brief

overview of

form of a public key and private key. The public key is used to derive a public

some of

cryptocurrency address that may be made available to the public. A cryptocurrency

address is very similar to an email address, meaning, anyone with knowledge of

the address can send information to that address, in the form of a balance of coins

or tokens. A cryptocurrency address has a record of its balance and is able to

receive and send an amount of cryptocurrency, provided the owner of the

cryptocurrency address has access to its associated privi@ key. The private key

must always remain private and is much like a password for a particular

cryptocurrency address. Only the owner of a cryptocurrency address should have

access to the private key. Revealing the private key to an unauthorized party pus a

cryptocurrency address at risk for theft of its balance. Further, to spend any

balance associated with a particular cryptocurrency address, access to the private

key of that

addr ess

i s

required

to

aut hori

Z e

give anunauthorized party access to their email password, so in the same respect,

one would not want to give an unauthorized party access to their cryptocurrency

private key. The cryptocurrency address or the balance associated with a

cryptocurrency address is no t

t he

asset

t hat needs

associated with acryptocurrency address is the asset that needs protection.

In the last issue of the Crypto Research Report, we explored this topic and titled

the entire issue ("Handy Theft Edition "). The private key requires extreme care

and consideration with its storag e and security and failure to maintain the utmost

protectio

of care may result in loss or theft of cryptocurrency. Anyone who has been around

the cryptocurrency space for some time has probally seen news related to theft of

cryptocurrency. Theft of cryptocurrency has been a focus of cyber criminals

becauseonce stolen, it is impossible to reverse a transaction.

The only

way to recover any funds would be to gain access to any private key assoafed with

any cryptocurrency address that has taken custody of the stolen finds. Good luck

locating extremely sophisticated cyber criminals in this day and age.

Theft is not limited to criminals hacking into computer systems of an organization.

Theft could also originate from within the organization if one or more of the wrong

personnel are put in charge of the safekeeping of the private keys associated with
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firthe New York State Limited
Purpose Trust charter, which
now enables Coinbase Custody to
act as a Qualified Custodian for
crypto assets, builds on our
unparalleled success as a crypto
custodian while holding the
company to the same exacting
fiduciary standards and
oversight of other, mature
financial institutions operating
inNewYor k. o

Asiff Hirji
Coinbase COO andpresident
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cryptographic processing capabilities that operates within a tamper -resistant
hardware device that is capable of performing encryption and decryption, key
generation, and digital signature creation and verifi cation. Some HSM
manufacturers allow for customizing the processing capabilities through
programmable extensions made possible with software development kits or by
special request.

The backend server infrastructure and the HSMs are distributed across
Switzerland in a georedundant fashion, and one of the locations used to be a
military bunker located in the Swiss Alps. Georedundancy povides strong
assurances that if one location goes offline there is another location available as a
backup. The ATs are installed at the
cryptographically with the backend servers and HSMs through encrypted
communication. The company behind the HSMs and the ATs is calledSecurosys
which is based in Zirich, Switzerland. The company involved with the operational
security aspects and backendsoftware development is AdNovum, which is also
based in Zurich, Switzerland. These companies assisted in the development and

i mpl ementation of Crypto Storage AGOs

What is unique about the Crypto Storage AGsolution is the combination of HSMs
and ATs that are cryptographically paired. This allows for both hot and cold
storage capabilities for the client where the private keys are generated on the HSM
and never leave the devicethus, being the cold storage aspect. Crypto Storage AG

cl

ient 0s

solutio

isunabletoacces t he clientds private keys stored on

tamper-proof construction. In addition, the cryptographically paired ATs provide

hot-wallet-like capabilities where the client may initiate withdrawal
transactions out of cold storage while be ing able to rely on a secure

device. Crypt o Storage AG refers to this
flexibility and speed of a hot wallet.

Further, the client is able to design a custom approva framework where the client
can mirror their own op erational processes for approving crypto transactions. The
approval framework allows for the design of rules which are then stored with the
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